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Avoiding pitfalls when agencies and public servants
use social media

Government departments, public sector agencies and local councils are becoming increasingly active on
social media platforms. Social media can provide an important avenue for broadcasting and amplifying
messages to citizens, customers, and stakeholders. It also offers the potential for direct two-way
communication and engagement. In this edition of In Focus, we look at some ways the social media
conduct of agencies and individual public servants could lead to concerns about possible misconduct or
maladministration.

In this paper, when we refer to ‘social media’ we are talking generally about an online forum where users
can post or otherwise contribute content. This includes platforms such as Facebook, LinkedIn, Twitter,
Instagram and YouTube. Some of the risks we discuss in this paper also apply to digital media sites that
allow user contributions or interaction, like websites, comments sections in news articles, blogs, chat
rooms, wikis, and even group email chains and messaging applications.

This paper is not intended as comprehensive guidance, and it is by no means exhaustive. We don’t
discuss some important issues like defamation laws, the risks of cyber-bullying and harassment, or
online conduct that might constitute corrupt conduct.? We also acknowledge that social media is
constantly evolving, and inevitably we will learn more about the appropriate boundaries of good practice
over time.

Our purpose in this paper is to encourage public servants and agencies to discuss and think carefully
about their activities on social media, and to help them recognise some of the issues and risks,
including that:

« Official social media conduct must be lawful and reasonable

Official social media records are subject to state records, information access and privacy laws

« Very senior public servants sometimes blur the line between official and non-official social media

Public servants might come to be seen as ‘brand advocates’ for their agencies

Public servants who actively comment about their agency and its work run a particularly high risk of
‘crossing the line’

Public servants need to be conscious of their professional obligations at all times, including in
personal social media activity

« Agencies should have clear social media policies

We end the paper with our observations about the potential for social media to provide an additional
avenue for agencies to receive complaints.
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Official social media conduct must be lawful and reasonable

Like in any other setting, official conduct on social media must not be unlawful, unreasonable, unjust,
or discriminatory. It must also be ethical and consistent with public sector values, including the
maintenance of political impartiality.®

There are a wide variety of ways an agency’s use of social media could run the risk of maladministration
or other concerns, and it would be impossible to list them all.

To get a sense of the breadth of issues that can arise, here are examples of 3 very different issues that
have been identified in the work of oversight bodies recently:

1.

In a recent investigation, the South Australian Ombudsman found the SA Department for Health
and Wellbeing had engaged in maladministration after reposting content directly from the social
media page of the Premier of South Australia. The Ombudsman found the department’s conduct
was wrong because it appeared inconsistent with its obligations to be seen as politically impartial.*

The NSW Independent Commission Against Corruption has published guidance urging caution in
avoiding potential or perceived conflict of interests in relation to social media use, including the
need to avoid ‘providing statements or comments that others might perceive as endorsements of a
supplier’s products or services, or the capabilities of a contractor or similar entity.”

An individual complained to our office, telling us that their comments had been unreasonably
deleted from an official local council social media page. We made inquiries about Council’s policy
and procedures on moderation of social media and recordkeeping. We considered whether an
internal avenue of appeal was provided for moderation decisions, and the level of clarity and
transparency (internally and externally) about the circumstances that could trigger removal of
comments on social media.

Following inquiries, we provided advice to the NSW Office of Local Government on the
development of their Model Social Media Policy for local councils, which now includes provisions for
internal review when dealing with moderation decisions and the circumstances that may trigger
removal of comments (see excerpt below).

NSW Office of Local Government (OLG) guidance on local council social media
‘House Rules’

The OLG’s best practice Model Social Media Policy for local councils provides for councils to issue
‘house rules’ for social media platforms. At a minimum, these should specify:

a) ‘the principles of social media engagement...

b) the type of behaviour or content that will result in that content being removed or ‘hidden’, or a

person being blocked or banned from the platform

c) the process by which a person can be blocked or banned from the platform and rights of review’®
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Official social media records are subject to state records,
information access and privacy laws

The NSW Department of Customer Service’s Social media guidelines note that social media channels
‘create state records every day’. Records include posts and comments, responses, and reports generated
relating to social media platform analytics.” Social media records attract legislative obligations for
agencies, including that:

« State records must be treated in accordance with State Records Act 1998 storage and disposal
requirements. We note, State Records NSW has published important guidance on recordkeeping and
social media on its website.?

« Social media records (including moderated material and analytics) may be subject to information
access applications under the Government Information (Public Access) Act 2009 (GIPAA).

« Personal information must be appropriately handled in accordance with the Privacy and Personal
Information Protection Act 1998.

Very senior public servants sometimes blur the line between official
and non-official social media

It appears increasingly common, particularly on platforms such as LinkedIn, for some heads of agencies
and other senior executives to post from social media accounts under their own name and role title,
separate to their agency’s official social media account.

Sometimes it can be difficult to tell if the public servant is treating their account as an entirely non-
official personal account, or as an official account of the agency. However, particularly when the person
is the agency head or a statutory officer, is identified as such by their handle or profile, and posts
material that reports on or relates to their agency and its work, any suggestion that these accounts and
activities should be treated as ‘non-official’ or ‘personal’ appears to us to be untenable.® See fictionalised
examples (based on real cases we have seen) including:

« Senior executive staff posting stories about agency achievements, such as listing major projects that
have been delivered (see example 1 below).

« Senior executive staff promoting personal projects with clear links to their role as a senior public
servant - see example 2 below, which was also posted and promoted on the relevant agency’s
account.
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Example 2 - agency head promoting a
personal podcast series including links
to agency

Example 1 - Secretary posting wrap-up
of recent agency achievements

Fictional Name

Secretary at Government Department
QOver the past 3 months my agency
has delivered the following major
projects:

Fictional Name
Head of Government Agency
Listen to my podcast!

As a senior executive of
GovernmentAgency, | know all

too well the challenges of being an
effective leader.

In this podcast | talk with other

| can’t wait to see what the next leaders about all things leadership.

period brings!
#GovernmentDepartment
#NSWGovernment . .08 © 2 >

Like Comment Repost Send

#GovernmentAgency #Leadership

. - S @ o] —
Like  Comment Repost “ ®e _’_ =2

ﬂ ®e [ Home My Network Post Notifications Jobs
fa -

Home My Network Post Notifications Jobs

It is sometimes unclear why an agency head has decided to post material (like a report, comment or
congratulations on work done by their agency) to their own named account, when that same material
could have been posted to the account in their agency’s name. A post to the agency’s account could
include, if appropriate, material attributed to or even directly quoted from the Secretary (for example,
where the agency head wishes to be seen to be publicly thanking staff of the agency).

In the lead up to the recent state government election, most NSW Government agency social media
accounts announced that they would effectively cease posting updates during the caretaker period.
In that case, it might seem anomalous if a head of agency, using an account registered in their own
name, continued to post the same kinds of things that would ordinarily be posted on the official
agency account.

While we are not suggesting that any public servant would be in breach of any caretaker conventions or
other pre-election rules should they remain active in this context, examples 3 and 4 below demonstrate
how the line between official and non-official social media usage can be blurred.
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Example 3 - agency post during
pre-election caretaker period

[3 March 2023]

. Government Department

Government Department

The caretaker period for the State
election starts on 3 March 2023.
During the caretaker period,
limited updates will be made to
this account. This page will be
moderated during the caretaker
period.

®- S ® D
Like Comment Repost

® = =

Home My Network Post Notifications Job:

Example 4 - Secretary post during
pre-election caretaker period

[10 March 2023]

Fictional Name
Secretary of Government Agency

My department has been busy
ensuring we deliver the very best
outcomes for the community.
My staff do the following great
things to make that happen:

i3

Keep reading for a story about
what | have been doing to lead this
exceptional team.

®- & ® ] “
Like Comment Repost Send

O [ oy
“ [ T = -
Home My Network Post Notifications Jobs

If the head of an agency or division sees it as important to be (and to be seen to be) active on social
media with their own ‘voice’ - for example via an account in the name of ‘Secretary of Agency X’ instead
of, or in addition to the account in the name of ‘Agency X’ - and they are appropriately authorised by

the agency to do so, then good practice would be to recognise that the account of a head of agency or
division is, like that of an agency, an official account. This would make it clear, for example, that agency
policies, state records and GIPAA requirements apply to them. Clarifying the capacity in which the senior
official is speaking seems particularly important when members of the public communicate directly with
senior public servants through those social media accounts.
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Public servants might come to
be seen as ‘brand advocates’ for
their agencies

Something that does concern us is that, if agency
heads and other senior executives are seen to be
actively commenting on their own social media
accounts about their agencies’ work, this may
encourage more junior staff across agencies to
think it is appropriate for them to do the same.
Junior staff may even come to believe that this
sort of activity - for example, posts about their
work achievements or individual contribution to
some important advice, reform or other project
- is something that they need to do in order

to get ahead in their agency, or in the public
sector generally.

Of course, if public sector employees simply ‘like’
or ‘share’ (without any substantive commentary)
posts made by their agency then this will be
generally low risk. Public servants are unlikely

to fall foul of their employment code of conduct

or agency social media policy by doing so - and
provided the agency’s post is not itself problematic
then there would seem to be no concern with a
public servant working for that agency liking or
sharing it.

Collectively, the individual social media networks
of agency employees will likely be far greater than
the followers of the agency’s own social media
account. Agencies seeking to increase their reach
and impact on social media may come to see this
activity by employees as a way to amplify their
own work and to turn staff into ‘brand advocates’
for the agency.

Example 5 - executive posting a link to a

position available

Fictional Name
Executive at Government Agency

Thinking about a change?
My department is advertising an
exciting opportunity.
Come work with me!
® D x|
Like Comment Repost Send
T 2 =

Aa
Home My Network Post Notifications Jobs

Government Department
Government Agency
We are seeking enthusiastic and

skilled workers in a range of new
roles.

Come join our team and make a
difference:

www.workfornswgov.com.au

S ® D X/
Like Comment Repost Send
[

% = 2

Home My Network Post Notifications

The NSW Ombudsman’s own social media policy states that staff are free to like or share posts by the
NSW Ombudsman - but it also states that our office will never encourage or expect staff to do this. This
is because we do not think staff should feel an expectation or pressure, even subtle pressure, to use
personal social media to promote or benefit their employer.

Further, even with low-risk activities such as ‘liking’ or ‘sharing’ an agency’s posts, some caution may
be warranted. For example, if sharing an advertised role, it might be important to ensure that the post
does not undermine the perceived independence of the appointment process or the role (such as by
suggesting that the person appointed would work for or to the particular executive).
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Public servants who actively comment about their agency and its
work run a particularly high risk of ‘crossing the line’

Most staff are not authorised to make public comments on behalf of their agencies, and actively
commenting on the work of their agency on personal social media accounts can be risky. One risk is
that, perhaps without realising it, the person may disclose otherwise non-public information about the
agency’s work that they are not authorised to share.

A less obvious risk is the potential to damage trust in the impartiality and apolitical status of the person,
and of the public service.

Government agencies serve the government of the day and are required to implement its policies or
programs impartially. Comments on social media that express, either explicitly or implicitly, a view about
those policies or programs may run the risk of being perceived as indicating political views about the
merits of the government itself.

Of course, public servants, particularly senior public servants, have long been participants in public
discussions of policy, in both expert and non-expert forums. Provided this is done in a manner that is
scrupulously consistent with their political impartiality, such activity can contribute to the public interest
by improving the quality of public understanding and public debate. For example, it is common for senior
and specialist bureaucrats to speak at policy forums as experts or ‘thought leaders’.

At least in theory, some social media might have potential as a modern extension of this kind of activity -
a place where expert public servants can communicate with the public and make genuine contributions
to public policy debate, innovation and reform, and participatory democracy.

That said, our observations suggest that some of the current social media activity by public servants
appears to be directed primarily toward building professional career networks and their own
‘personal brand’, as opposed to deeply connecting in policy discussion with the broader public or
policy stakeholders.

If public servants do seek to use their social media to promote the things they or their agency are doing,
caution is required. Public servants should avoid such messages being perceived as directly or indirectly
also conveying a political message about what the Government has done or is doing, in a way that could
be inconsistent with the public servant’s duty to remain politically impartial.

In this regard, it is important to recognise that the danger of appearing less than fully apolitical can
arise just as much from posts that praise, as it can with posts that criticise.’® Public servants considering
whether to express a positive view about a particular government policy, program or achievement
should consider whether they would be comfortable making an equivalent post if they had a negative
view. If it would not be ok to say ‘1 am ashamed to have worked on this Government policy’, then the
safest course would be to assume that it may also not be ok to say ‘1 am proud to have worked on this
policy’ (see example 6 below).™
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Example 6 - senior executive posting Example 7 - senior public servant likes a
about agency role in legal reforms post that re-posts Ministers wrap-up of
portfolio achievements

Senior Public Servant likes this
‘ Fictional Name
Senior Executive at Government Agency Fictional Name
. Senior Ministerial Office Staff member

So proud of the work of my team
on developing and implementing Government Minister over the
this really great reform. last 12 months. This post from the
Read more about our work in this Government Minister sums up just
article: how much has been achieved. Well
‘Government enacts done Government Minister | look
Groundbreaking legal reforms’ forward to the next year!

www.mediaarticle.com.au

I have been privileged to work with

o 'Y ® ] <
Like Comment Repost Send

Q® 5 Bl J #f 2 0 2 =

Like Comment Repost Send

[ [ =
‘ .: e -—
Home My Network Post Notificatons ~ Jobs Government Minister
Minister

. As Minister for this portfolio |
would like to share some highlights
of what we have achieved this year:
Example:

® ° ® o “
Like Comment Repost Send

® o 2 =

Home My Network Post Notifications Jobs

Home My Network Post Notifications ~ Jobs

It’s also important to be mindful that posts and comments could be construed as indirectly or implicitly
critical or laudatory, even if not expressly or intentionally so. Social media comments are open to the
interpretation of the community. The nature of social media exacerbates the chances of a message being
misconstrued, misunderstood, or taken out of context, and the content can be difficult, if not impossible
to erase.

Michael Coutts-Trotter, when Secretary of NSW Department of Premier and Cabinet, noted that for public
servants - who are identified as such on social media - a comment or even a like on social media could
imply partiality. The Secretary said, ‘What you say [on LinkedIn] is seen through the prism of you as a
public servant’ and staff must be cautious, particularly those who hold more senior roles.”?

In example 7 above, a senior executive ‘liked’ a post of a ministerial office staff member who was
praising their Minister’s achievements in their portfolio. This example illustrates how even a ‘like’ can
be open to interpretation - regardless of the senior executive’s intention, might ‘liking’ this post (which
also results in the post appearing in the senior executive’s own social media account feed) risk being
perceived as political?

In focus June 2023 8



Public servants need to be conscious of their professional
obligations at all times, including in personal social media activity

Even when a social media account is non-official or ‘personal’, and where posts do not directly reference
the work of the agency, public servants need to be mindful that their activities are likely to be regulated
by public sector and agency codes of conduct or other employment policies and directions, and non-
compliance could potentially constitute misconduct and grounds for disciplinary action.

Even a ‘like’ can be risky

Recently, a local government councillor (‘Councillor A’) was found to have breached council’s Code
of Conduct and Social Media Policy for content posted on their social media page which identified
Councillor A by name, and their position as a councillor. Councillor A posted content that referred to
another councillor ‘Councillor B’. In response to the post, a third party made an adverse comment
about Councillor B, and Councillor A was noted to have ‘liked’ the adverse comment. Councillor A
was formally censured and referred to the NSW Office of Local Government for ‘further action’.®

Itis generally recognised that, like other people, public servants have a right in their personal lives

to participate in political and community activities, to pursue private interests, and to personal and
professional expression. This includes a right to participate as individuals in online discussions about
social and political issues.

However, this right is tempered by their status as a public servant. Recently the Australian Public Service
Commission published guidance for Australian Public Service (APS) employees who want to engage in
the Voice Referendum in a personal capacity. The guidance acknowledges that individual APS employees
can engage publicly with the referendum, to the extent it is consistent with their ‘obligation to maintain
public confidence in the integrity and impartiality of the APS’.*

The requirements of public service mean that to some extent, employing agencies are able to reach into
the personal out-of-work-hours activity of public servants on social media. In particular, agencies are
able to intervene to regulate conduct that might by incompatible with that individual’s role, or that might
otherwise damage the agency and its reputation.

Misconduct and ‘private’ communication

Cases are emerging where purported private messages sent by public servants are leading to
investigations and court proceedings for misconduct.

In Queensland, the Qld police commissioner ordered an investigation into police officers for racist,
sexist, homophobic and other inappropriate posts on a ‘closed group’ Facebook page whose
members were other police officers.!®

In another matter, a manager of a government department sent a range of messages through
LinkedIn to employees of other agencies who found the messages to be offensive and inappropriate.
His employer determined that he had engaged in inappropriate or offensive behaviour though

his conduct on LinkedIn, which was in breach of the public sector employee legislation and code

of conduct. On appeal, the court upheld the employer’s conclusions on the allegations about the
employees’ conduct. The court considered a range of factors including that the employee used an
account that identified both him and his employer.:
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In a recent matter, the Full Court of the Federal Court of Australia noted that ‘[a] person can be

both engaging in a personal social activity and conduct themselves in a manner connected to their
employment.’Y" This is true in many different contexts. What is unique about social media is that it may
amplify the chances of that conduct becoming widely and permanently publicly available, and coming
under scrutiny by the public, an employer or other relevant body such as an oversight authority.

Effect of pseudonym and seniority of public servant

In 2021, the Independent Broad-Based Anti-Corruption Commission Victoria (IBAC) released the
‘Operation Turon’ special report relating to the investigation of a senior public servant who used a
pseudonym to post comments on Facebook about matters relating to Victorian Police. IBAC found
that the officer had engaged in police misconduct through ‘online trolling’, both on and off duty, and
using information obtained in the course of official duties. In that matter, IBAC considered the officer’s
seniority and role to be an ‘aggravating feature contributing to the seriousness of his conduct’.*®

In another matter, a councillor who used a pseudonym and posted comments about a member of
the public on Facebook was reportedly found to have breached Council’s code of conduct.*®

In one case, an immigration department staff member’s employment was terminated for breaching the
department’s code of conduct by posting comments under an anonymous Twitter handle that were
critical of the department. The High Court held in that case that the limitation on public servants’ ability
to participate in political communication was reasonably appropriate to maintain an apolitical public
service.?®

When considering the potential for non-official social media to raise compliance issues in respect of
public sector employment legislation, employment codes of conduct and social media policies, the
following are important considerations:

« Anonymity can never be guaranteed - explicitly identifying oneself and one’s employer exacerbates
the risks of inappropriate on-line conduct. However, avoiding being identified as a public servant or
agency employee, or otherwise using social media anonymously or by using a pseudonym may be
of limited benefit in mitigating the risks. Adverse findings have been made against public servants
where they did not identify as an agency employee, or even where they adopted an anonymous or
pseudonymous account.

Public servants who post anonymously or under a pseudonym should assume that at some point
their identity and their employment with an agency may be discovered.

« Liking, sharing, reposting, following, friending, tagging - all these activities may impliedly
communicate something - ‘liking’ a post carries similar risks to posting material, as it might
reasonably be perceived as an endorsement of the content, even if that is not the intention. This risk
also applies, and perhaps more so, to ‘sharing’ or ‘reposting’ content (whether with or without added
commentary, and whether positive, negative or neutral).

‘Following’ or ‘connecting/friending’ is generally lower risk, and significant risks will generally arise
only to the extent that the person subsequently engages with content.

Being ‘tagged’ in a post can carry some risk of being seen as associated with or endorsing content.
If a public servant is tagged in a post that they themselves would not post, they should take steps to
‘untag’ themselves and consider asking the person not to tag them again.
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» Account holders may hold some responsibility for the comments of others - content posted
to a social media account held or controlled by a person can be considered the responsibility of
that person, regardless of who posts or contributes to that content and whether or not the person
is aware of that content. Public sector employees therefore need to take steps to ensure that any
content posted by others on their social media accounts (ie anything posted to their page, or
comments made in threads responding to their posts) do not reflect on them in a way that might
place them in a position of contravening their agency social media policy or code of conduct.

« Disclaimers (eg ‘these views are just my own’) are of limited use - in some cases, like on
professional networking sites like LinkedIn where a staff member’s employment with an agency will
be disclosed, it may be useful to include a disclaimer on a profile or post to indicate that views are a
person’s own and do not represent the agency.

However, a disclaimer does not eliminate all the risks. Public confidence and trust can still be
damaged by an employee’s behaviour even if they state that they are acting in a personal capacity.

« Key factors when considering the risk of personal social media comments - on a scan of available

guidance and existing policies, there are some differences in the approach to what constitutes
impermissible non-official social media activity. However, whether the person conducts the activity
during work hours or out of work hours appears to be of little, if any relevance.

Instead, recent disciplinary cases suggest that some factors that affect the risk of social media
activity being seen as inappropriate employment-related conduct or misconduct include:*

o The seniority of the employee, and the extent to which their particular role requires them to
maintain integrity, professionalism and ethical values

o The relationship between the post or other content involved in the use of social media and the
agency or its functions or work

o The extent to which the agency or employee is identified or identifiable, and whether the agency
may be associated with the comments

o The nature of language and opinions expressed or implied (for example, the extent to which they
are offensive, aggressive, sexist, racist, etc).

Agencies should have clear social media policies

Social media policies operate alongside codes of conduct and other policies, providing important
guidance for staff on appropriate social media use.

The NSW Government Social Media Guidelines* require all NSW Government departments to have a
whole-of-department policy relating to non-official social media use in place, and the NSW Office of
Local Government has published a Model Social Media Policy* for councils.

In addition to developing a social media policy, agencies can reduce risk by:
1. ensuring staff have received the policy and that they have understood it
2. having ongoing conversations with staff about appropriate social media use

3. reviewing the policy and providing regular internal communication and training (as well as when
issues arise). Agencies may wish to consider tailored approaches to training and education, for
example for executive and non-executive staff.

Public servants can refer to the Australian Public Service Commission publication Social media: Guidance
for Australian Public Service Employees and Agencies for more information.? Although the guidance was
developed for another jurisdiction, much of the information is helpful in the NSW context.
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https://www.nsw.gov.au/nsw-government-communications/social-media-guidelines/non-official-social-media-usage
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fwww.olg.nsw.gov.au%2Fwp-content%2Fuploads%2F2022%2F05%2FModel-Social-Media-Policy.docx&wdOrigin=BROWSELINK
https://www.apsc.gov.au/working-aps/integrity/integrity-resources/social-media-guidance-australian-public-service-employees-and-agencies

Social media may be an additional ‘front door’ for complaints

Given the Ombudsman’s core role as an external complaint-handling body, and our oversight of the
internal complaint-handling systems of agencies, we should take the opportunity to make a final point
about social media use in the public sector.

As social media provides opportunity for the public to comment and provide direct feedback to agencies,
it can also be an opportunity to complain - and this is a good thing. The 2022 Australian Standard
Guidelines for Complaint Management in Organizations (AS 10002:2022) encourage organisations to make
their complaint handling systems more accessible and offer flexible methods for making complaints,
including through social media. The NSW Government’s Complaint Handling Commitments also promote
greater accessibility of complaint-handling processes.?

Agencies should consider welcoming and acknowledging complaints that have been received via social
media. However, it will generally not be appropriate to communicate substantively with complainants
in a public or group forum, and agencies should not encourage complainants to provide personal
information on public platforms.

State Records NSW advises agencies not to place statements on social media channels to the effect that
complaints received via that channel will not be officially registered. It says that: ‘[a]s your organisation
is itself using these social channels as official communication channels, you do need to respond to valid
business issues submitted via your social channels.”®

Agencies can, however, respond to any complaints by directing the complainant to a more appropriate
(and private) channel - such as by providing contact details to the relevant complaint handling unit

or a link to an online complaint form. Agencies should develop internal processes to ensure that

any complaints or other requests for service or response made on social media are recorded and
appropriately acted on.
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https://www.ombo.nsw.gov.au/guidance-for-agencies/effective-complaint-handling

Endnotes

1 We use maladministration to refer to the types of administrative conduct the Ombudsman can investigate is
set out in section 26 of the Ombudsman Act 1974:

a. contrary to law

. unjust
. unreasonable

b

c

d. improperly discriminatory

e. based wholly or partly on improper motives
f

. based wholly or partly on irrelevant grounds or consideration
g. otherwise wrong.

Maladministration is not necessarily limited to conduct undertaken during work hours or that has been
officially sanctioned. This will depend on whether the conduct can be characterised as ‘relating to a matter
of administration’. As we discuss in this paper, the distinction between official social media activities (that is
clearly administrative conduct) and social media that entirely lacks any relationship to official administration
can be blurred in the case of social media accounts created in the name of individual public servants.

Any person who complains to us about maladministration has certain protections under the Ombudsman
Act against reprisal action being taken against them. Special protections also apply under the Public
Interest Disclosures Act 1994 where a public official reports ‘serious maladministration’ to the Ombudsman.
Serious maladministration is defined as action or inaction of serious nature that is contrary to law, that is
unreasonable unjust, oppressive, or improperly discriminatory, or that is based wholly or improperly on
improper motives.

2 Some social media channels and online activity raise a range of other issues not dealt with in this paper. For
example, recently TikTok has been prohibited from use on NSW government-issued devices for reasons of
cyber security. There has also been recent media coverage about public servants receiving income through
platforms such as OnlyFans.

3 Seefor more information: Government Sector Employment Act 2013 (NSW); ‘Code of Ethics and Conduct for NSW
Government Sector Employees’ NSW Public Service Commission (Web Page) <The Code of Ethics and Conduct
for NSW government sector employees>; Local Government Act 1993 (NSW); ‘Model Code of Conduct for Local
Councils in NSW’ NSW Office of Local Government (Web Page) <Model Code of Conduct and Procedures 2020 -
Office of Local Government NSW>.

4 Ombudsman South Australia (Report) < Dec-2020-Department-for-Health-and-Wellbeing-inappropriate-use-of-
social-media-during-COVID-19.pdf (ombudsman.sa.gov.au)>

5 ‘COI FAQs for public officials’ NSW Independent Commission Against Corruption (Web Page) <COI FAQs for public
officials - Independent Commission Against Corruption (nsw.gov.au)>

6 ‘Model Social Media Policy’ NSW Office of Local Government (Web Page) <Best practice governance policies -
Office of Local Government NSW>

7  ‘Social media guidelines’ NSW Department of Customer Service, (Web Page) <Social media guidelines | NSW
Government>

8 ‘Web and Social Media’ State Records NSW (Web Page) <Web and Social Media | State Records NSW>

9 For that reason, the Ombudsman would consider activities of this nature to be ‘conduct of an administrative
nature’, and therefore conduct about which a complaint (of maladministration) could be made and
investigated under the Ombudsman Act.
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https://legislation.nsw.gov.au/view/html/inforce/current/act-1974-068#sec.26
https://legislation.nsw.gov.au/view/html/inforce/current/act-1994-092
https://legislation.nsw.gov.au/view/html/inforce/current/act-1994-092
https://www.psc.nsw.gov.au/sites/default/files/2022-08/code_of_conduct_direction_2022.pdf
https://www.psc.nsw.gov.au/sites/default/files/2022-08/code_of_conduct_direction_2022.pdf
https://www.olg.nsw.gov.au/councils/governance/model-code-of-conduct/model-code-of-conduct-and-procedures-2020/
https://www.olg.nsw.gov.au/councils/governance/model-code-of-conduct/model-code-of-conduct-and-procedures-2020/
https://www.ombudsman.sa.gov.au/publication-documents/investigation-reports/2020/Dec-2020-Department-for-Health-and-Wellbeing-inappropriate-use-of-social-media-during-COVID-19.pdf
https://www.ombudsman.sa.gov.au/publication-documents/investigation-reports/2020/Dec-2020-Department-for-Health-and-Wellbeing-inappropriate-use-of-social-media-during-COVID-19.pdf
https://www.icac.nsw.gov.au/prevention/basic-standards/conflicts-of-interest/coi-faqs-for-public-officials
https://www.icac.nsw.gov.au/prevention/basic-standards/conflicts-of-interest/coi-faqs-for-public-officials
https://www.olg.nsw.gov.au/councils/governance/best-practice-governance-policies-consulations/
https://www.olg.nsw.gov.au/councils/governance/best-practice-governance-policies-consulations/
https://www.nsw.gov.au/nsw-government-communications/social-media-guidelines
https://www.nsw.gov.au/nsw-government-communications/social-media-guidelines
https://staterecords.nsw.gov.au/recordkeeping/advice/web-and-social-media
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This question of whether a post might be seen as ‘political’ is different from the issue of whether the post
might be considered disparaging or reputationally damaging. An agency may limit the ability of its employees
to disparage or damage the reputation of the agency online. For example, an agency may raise concerns if a
public servant says: ‘| detest working for agency X, it is the most ineffective and inefficient Department in the
country’. On the other hand, an agency is unlikely to have any concerns if a public servant says the opposite -
‘I love working for agency X, it is the most effective and efficient Department in the country’. However, in the
case of comments that might be considered to be expressing ‘political’ views, saying something positive may
be just as political (and therefore problematic) as saying something negative.

Of course, as a practical matter it might be the case that the person is less likely to ‘get into trouble’ from
the Government or the agency for posts that praises them than if they criticise them - however, this does
not change the point of principle that being apolitical means avoiding actions that could be seen as partial
whether toward or against the Government of the day.

‘Coutts-Trotter on NSW caretaker period, democracy and LinkedIn’ The Mandarin (Web Page) <Coutts-Trotter
on NSW caretaker period, democracy, and LinkedIn (themandarin.com.au)>

‘Minutes - Extraordinary Council Meeting’ Sutherland Shire Council (Web Page) <Minutes of Extraordinary
Council Meeting - Tuesday, 11 April 2023 (nsw.gov.au)>

‘Engagement in the Voice Referendum in a personal capacity: Guidance for APS employees and agencies’
Australian Public Service Commission (Web Page) < Engagement in the Voice Referendum in a personal
capacity: Guidance for APS employees and agencies | Australian Public Service Commission (apsc.gov.au)>

‘Racist social media posts by Queensland Police officers investigated’ SBS News (Web Page) <Racist social
media posts by Queensland Police officers investigated (sbs.com.au)>

Connolly v State of Queensland [2021] QIRC 308
National Tertiary Education Industry Union v University of Sydney [2021] FCAFC 159

‘Operation Turon’ Independent Broad-Based Anti-Corruption Commission Victoria (Report) <Operation Turon |
IBAC>

‘Bathurst councillor Alex Christian breaches code of conduct with Facebook posts’ ABC News (Web Page)
<Bathurst councillor Alex Christian breaches code of conduct with Facebook posts - ABC News>

Comcare v Banerji [2019] HCA 23

See example n 16, n 17; Starr v Department of Human Services [2016] FWC 1460; Lichi v Industrial Relations
Secretary on behalf of Department of Communities and Justice (No. 2) [2022] NSWIRComm 1030; Connolly v
State of Queensland [2021] QIRC 308; Skelton v Australian Bureau of Statistics [2023] FedCFamC2G 89; ‘Social
media: Guidance for Australian Public Service Employees and Agencies’ Australian Public Service Commission
(Web Page) <Social media: Guidance for Australian Public Service Employees and Agencies | Australian Public
Service Commission (apsc.gov.au)>

‘Social media guidelines’ NSW Department of Customer Service (Web Page) <Social media guidelines | NSW
Government>

Model Social Media Policy’ NSW Office of Local Government (Web Page) <Best practice governance policies -
Office of Local Government NSW>

‘Social media: Guidance for Australian Public Service Employees and Agencies’ Australian Public Service
Commission (Web Page) <Social media: Guidance for Australian Public Service Employees and Agencies |
Australian Public Service Commission (apsc.gov.au)>

‘Applying the Commitments to effect complaint handling - guidance for agencies’ NSW Ombudsman (Web
Page) <Commitments to effective complaint handling - guidance for agencies - NSW Ombudsman>

‘Social Media - Frequently Asked Questions’ State Records NSW (Web Page) < Social media - Frequently Asked
Questions | State Records NSW>
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